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Goals 

 Provide background about CPE Dictionary 
use at the NVD 

 Provide visibility into the CPE Dictionary 
moderation process used within the NVD 

 Convey acceptance criteria guidelines 

 Identify current and future process workflows 
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History 

 Transition to CPE at NVD 

– Pre-CPE – NVD proprietary product naming 

– CPE 2.1 – NVD implemented initial CPE support 

– SCAP 1.0 – CPE 2.2 – NVD identified as the 

primary source of CPE names 

– SCAP 1.2 – CPE 2.3 – NVD updated support 

based on SCAP requirements 

 Transition of CPE Dictionary Moderation 

Responsibilities 
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CPE Dictionary hosted by NVD 

 Collection of CPE names 

– Input from public and private sector 

– Not comprehensive 

 CPE is a component of SCAP 

– Dictionary is a source for names 

 Downloadable Dictionary feed in XML format 

 Searchable web interface 

 As of today, 35,222 names in the Dictionary 

 International character support (titles) 
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2009 to 2011 Dictionary Activity 
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2009 to 2011 Vendor & Product 
Growth 
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State of CPE Dictionary 

2008: 
16,278 

2009: 
19,557 

2010: 
29,559  

2011: 
35,522 
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Since January 2010 the NVD has received 

124 data submissions 
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CPE Dictionary Management 
Process 

Community Engagement 

Name Collection 

Name Review 

Name Moderation 

Name Publication 
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Community Engagement 

 NIST engages with the CPE community to gather 

CPE Name contributions 
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Community Engagement 

Name Collection 

Name Review 

Name Moderation 

Name Publication 



Name Collection 

 NIST accepts contributions of CPE Names and 

metadata in XML CPE Dictionary file format through the 

email: cpe_dictionary@nist.gov 
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Community Engagement 

Name Collection 

Name Review 

Name Moderation 

Name Publication 

mailto:cpe_dictionary@nist.gov


Name Review 

 NIST evaluates the community proposed names 

based upon data requirements 
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Community Engagement 

Name Collection 

Name Review 

Name Moderation 

Name Publication 



Name Moderation 

 NIST may revise submissions and propose revisions 

to submitters based upon further research 
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Community Engagement 

Name Collection 

Name Review 

Name Moderation 

Name Publication 



Name Publication 

 Analyst imports the accepted name contribution into 

the Dictionary 
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Community Engagement 

Name Collection 

Name Review 

Name Moderation 

Name Publication 
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Data Requirements – Consistency 

 To support the CPE matching feature consistency is 

critical 

– Within a product line / family 

– Within a vendor 

– Within the Official CPE Dictionary 
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Data Requirements – “MUSTS” 

Submissions must: 

Meet the naming requirements defined in the 

specification 

Meet the dictionary requirements defined in 

the specification 

 Validate against the CPE Dictionary XML 

schema 
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Data Requirements – “MUSTS” 
cont. 

Submissions must also: 

 Provide part:vendor:product:version 

 New submissions must meet matching 

requirements in Dictionary specification 

 Comprise all known information that can be 

encoded in a CPE name 
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URI Component Specifics – Vendor 

 Vendor component guidelines 

– Based upon DNS name  

– Most widely used organization name 

– Software developer or maintainer name 
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URI Component Specifics – Product 

 Product component guidelines 

– Attempt to identify most technically correct 

product name within component 

– Avoid use of acronyms and abbreviations 
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URI Component Specifics – Version 

 Version component guidelines 

– Vendor version information 

– Use of change log files, release announcements 

– Avoid use of “rollup” versions (e.g. 7 vs. 7.0) 
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Provenance Data 

 Name instantiation = decision 

 Reference points 

– Vendor URL 

– Vendor change log 

– Vendor history file 

– Release announcements 

– Vendor archive of past releases 
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CPE Dictionary Management 
Process 

Community Engagement 

Name Collection 

Name Review 

Name Moderation 

Name Publication 

11/01/2011 7th Annual ITSAC – Crystal City, Virginia 27 

Process doesn’t need to change to support the new interface 



Submission Interface Demo –  
CPE Console Login 
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Submission Interface Demo –  
CPE Console Dashboard 
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Submission Interface Demo – 
Keyword Search (component view) 
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Submission Interface Demo – 
Keyword Search (URI / Title view) 
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Submission Interface Demo – 
Advanced Search Options 
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Submission Interface Demo – 
Advanced Search Options cont. 
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Submission Interface Demo – 
Advanced Search Options cont. 
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Submission Interface Demo – 
Tabbed Page Navigation  
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Submission Interface Demo –  
CPE Details View  

11/01/2011 7th Annual ITSAC – Crystal City, Virginia 36 



Submission Interface Demo –  
CPE Details View (webpage) 
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Submission Interface Demo –  
CPE Details View (console)  
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Submission Interface Demo –  
New Request to Create CPE 
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Submission Interface Demo – 
Enter Description and Number (2) 
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Submission Interface Demo –  
Edit URI Confirm Dialog 
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Submission Interface Demo –  
Edit CPE Attributes Dialog 
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Submission Interface Demo –  
Add CPE Attributes (10.1) 
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Submission Interface Demo –  
Add CPE Attributes (10.1.1) 
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Submission Interface Demo –  
View Names in Request  
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Submission Interface Demo – 
Comments Tab View  
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Submission Interface Demo – 
Impact Tab View  
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Submission Interface Demo –  
Edit Metadata (Add Reference)   
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Submission Interface Demo –  
Edit Metadata (Add Reference Data)   
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Submission Interface Demo –  
Edit Metadata (View Reference)   
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Submission Interface Demo –  
Edit Metadata (Add Title)   
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Submission Interface Demo –  
Edit Metadata (Add Title Data)   
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Submission Interface Demo – 
Remove CPE From Request 
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Submission Interface Demo – 
Make a Copy 
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Submission Interface Demo – 
Name Preview – On Double-Click 
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Submission Interface Demo – 
Name Preview – Submit for Review 
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Submission Interface Demo – 
Submit CPE for Review 
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Submission Interface Demo – 
Comment to Reviewer (Optional) 
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Submission Interface Demo –
Submitted Request Confirmation 
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Submission Interface Demo –
Submitted Name Restricted 
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Submission Interface Demo –  
Requests Tab 
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Submission Interface Demo – 
Requests Tab (Dialog Drop-Down) 
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Submission Interface Demo – 
Request to Modify Selected CPE   
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Submission Interface Demo – 
Request to Modify (Description)   
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Submission Interface Demo – 
Request to Modify (Copy Confirm)   
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Submission Interface Demo – 
Request to Modify (Provisional)   
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Submission Interface Demo – 
Request to Modify (Metadata Copy)   
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Submission Interface Demo – 
Request to Modify (View Title)   
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Submission Interface Demo – 
Request to Modify (Add Title)   
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Submission Interface Demo – 
Request to Modify (Title Review)   
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Submission Interface Demo – 
Request to Modify (Title Review)   
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Submission Interface Demo – 
Request to Modify (Final Confirm)   
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Submission Interface Demo – 
Request to Modify (Final Comment)   
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Submission Interface Demo – 
Miscellaneous Functionality 
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Submission Interface Demo – 
Miscellaneous Functionality 
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Steps towards improvement 

 Process adoption by the CPE community 

– External name submission via web interface 

– Planned development activities to support 

automated name contribution 

– Continue import of NVD vulnerability product data 

 Industry collaboration  

 Vendor adoption 
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Resources 

 National Vulnerability Database: http://nvd.nist.gov 

 CPE 2.2 Dictionary: http://nvd.nist.gov/cpe.cfm 

 Archived CPE 2.2 Dictionaries: 

http://static.nvd.nist.gov/feeds/xml/cpe/dictionary  

 CPE 2.2 Dictionary Statistics: http://nvd.nist.gov/cpe-

stats.cfm 

 CPE 2.2 Dictionary Search Engine: 

http://web.nvd.nist.gov/view/cpe/search 

 General CPE Information from MITRE: 

http://cpe.mitre.org/index.html 
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Specifications 
 CPE Specification 2.2: 

http://cpe.mitre.org/specification/index.html 

 CPE Naming Specification Version 2.3 – NISTIR 7695: 

http://csrc.nist.gov/publications/nistir/ir7695/NISTIR-7695-CPE-

Naming.pdf  

 CPE Matching Specification Version 2.3 – NISTIR 7696: 

http://csrc.nist.gov/publications/nistir/ir7696/NISTIR-7696-CPE-

Matching.pdf  

 CPE Dictionary Specification Version 2.3 – NISTIR 7697: 

http://csrc.nist.gov/publications/nistir/ir7697/NISTIR-7697-CPE-

Dictionary.pdf  

 CPE Language Specification Version 2.3 – NISTIR 7698: 

http://csrc.nist.gov/publications/nistir/ir7698/NISTIR-7698-CPE-

Language.pdf  
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Questions & Answers / Feedback 

Christopher McCormick 
Senior Consultant 

Booz Allen Hamilton 

Supporting National Institute of 
Standards and Technology (NIST) 

christopher.mccormick@nist.gov 

mccormick_christopher@bah.com 

(301) 975 – 4060 

Exhibit Booth #104 

11/01/2011 7th Annual ITSAC – Crystal City, Virginia 

mailto:christopher.mccormick@nist.gov
mailto:mccormick_christopher@bah.com


Backup Slides 
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2009 CPE Dictionary Growth 
Statistics 
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2010 CPE Dictionary Growth 
Statistics 
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2011 CPE Dictionary Growth 
Statistics 
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Submission Interface Demo – 
Format Dropdown Menu for Copy 
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